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Examples of cybersecurity culture

MER AR

Examples indicative of a weak cybersecurity culture

RN B RS HEBHHE

Examples indicative of a strong cybersecurity culture

RAMBREUBROHER

Accountability for decisions related to cybersecurity is not traceable.

5MFAREFRARKFTEZ R TIERH.

The process ensures that accountability for decisions
related to cybersecurity is traceable.
WA

EREHRREMBEREFRMNARREIRTE

Performance (of the implemented functionality or feature), cost or
schedule take precedence over cybersecurity.

(SRILDNREHFFMRY) B30 MATIH I ETRE RS,

Cybersecurity and safety have the highest priority.
MEREMREZTHRSMNMLER

The reward system favours cost and schedule over cybersecurity.

R EROERAMITY, mERERE,

The reward system supports and motivates the effective

achievement of cybersecurity and penalizes those who

take shortcuts that jeopardize cybersecurity.

RAER IR MR R 2OF RN G, FFEST AL KRB M
ZEHBENREBA.

Cybersecurity personnel force inappropriate and very

strict adherence to cybersecurity without considering

specific needs of projects/activities.

ME L NRAEEMESUEHNHRGEFR, XA LHBEMIE
BlEEATRERERETRERE,

Cybersecurity personnel act as role models with a good

sense for appropriateness and practical implementation

that leads to trust in their actions by the entire organization.

M2 NRTLHENE, AERIFRIR, REFEHHMIFERHRN
717h, MmLENMEAREEMIINTTA.

Personnel assessing cybersecurity and its governing

processes are influenced unduly by those responsible

for executing the processes.

Mﬁﬁ?ﬁmAAﬂW%ﬁ%AE UK=Lk kS
Al

FREHITARASE

The process provides adequate checks and balances, e.g. the
appropriate degree of independence in cybersecurity assessment.

IERMET SENGE, W, ERNKRETNTAE S RENR T

Passive attitude towards cybersecurity, e.g.:
WREREHERSE, W

— heavy dependence on testing at the end of the
development;

— IR R KRB ER A

— not being prepared for potential weaknesses or
incidents in the field;

— REABEBSNMHE TS

— management reacting only when there is a
cybersecurity incident in production, in the field

or if there is a lot of attention in the media about
competitor products.
—ﬁﬂﬁﬁﬁﬁiﬁﬂﬂ%ﬁﬂ%§?$#,ﬁﬁ%iﬁﬁ%ﬁiﬁ
MBRBRIN A SRR,

Proactive attitude towards cybersecurity, e.g.:

WM NIRRSE, 0

— cybersecurity issues are discovered and resolved

from the earliest stage in the product lifecycle (cybersecurity by
design);

— MZR L EBES METERAPRENREAAMLE (WELLR
i)

— the organization is prepared to react fast to vulnerabilities or
incidents in the field.

AL WEHIIHE M RE R

The required resources for cybersecurity are not allocated.

FEDEMEZZEHERIR.

TTIE TEQUITEQ TESOUTCES TOT CYDETSECUTILY dre dnotdtled.
Skilled resources have the competence commensurate
with the activity assigned.

NETMEREMFRR. TWAREEEKIEENAIES .

— “Groupthink” confirmation bias (i.e. uncritical
acceptance or conformity to prevailing points of
view).
— "BHERRTINMRE (A0, FIHITEAYE SR EE AN
— “Stacking the deck” (i.e. choose members to ensure
desired outcome) when forming review groups to
prevent potential dissention.
— "M, HARTFR/NAKRLIEBESEE (0, SRR A
RIMHZER)
— Dissenter is ostracized or labelled as “not a team
player” (e.g. uncooperative, intransigent, toxic
person

NEFRHRSIEMW L AERNGRE (0, FBRE
am
— Dissent reflects negatively on performance
reviews.
— FWEN G E L E AT,
— Minority dissenter is labelled or treated as a
“troublemaker”, “not a team player” or a “whistle blower” (i.e. agitator,
undesirable or a snitch).
— PEFEARB AR L RAEIEE" . XE EBER"
—HIUIRE (I, \BEE. TRRUMBERSE) .
— Employees who express concerns fear
repercussion.

— RETHERNRATIERER

R) .

. RERMCH

The process uses diversity to its advantage:
REGERT SRUNLS:

— intellectual diversity is sought, valued and
integrated in all processes;

— MRS TTARHIERN, HEENURKESIA
— behaviour which counters the use of diversity is
discouraged and penalized.

— R ERHAERNTARTHE RN EE RGN,

The supporting communication and decision-making channels exist
and the management encourages their usage:
AEEMNDBIRKRE, FEEEERMXLRENFER:
— self-disclosure is encouraged;

— BERRESWHN,

— responsible disclosure by anyone (internal or
external) of potential vulnerability is encouraged;

— BRI A (KA SMEBEY) fa ST IR B B R
— the discovery and resolution process continues in
the field, in manufacturing and in development of

B RIEH .
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72 |other products.

Efﬂﬁﬁ&m&%ﬁﬁf?ﬁﬁﬁ FETHMS ROEFTFLR
) FX o

No systematic continuous improvement processes, learning cycles or
other forms of lessons learned.

FRAERGUNFEERE. FIFRTEAEINERB0IE.

Continuous improvement is integral to all processes.
REEROHE SR T A RE.

Processes are ad hoc or implicit.

TR AR RFRAY.

Defined, traceable, and controlled processes are followed.
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