INTERNATIONAL
STANDARD

ISO/IEC 27001

Third edition
2022-10

Information security, cybersecurity and privacy protection —
SRRE, NBLEHEMBRIF

Information security management systems — Requirements
SELEBEEER K

WA

ISO/IEC 27001: 2022 R &%

AX, BENENBE BT X

R, A3 T RIEAEMIE R, A3F

FICESCRIE S R R LT T AN

M EFH 1ISO/IEC 27001 2013
#11SO 9001: 2015 FHICRRA. & ISO IEC 27001 2332
ﬁﬁﬁﬁﬁzfﬁ;ﬁ%ﬂ%ﬁﬁﬁﬁﬁ ﬁ%% MERREZHE, FBENARS

ATl A%,

1/ 70 http://www.27001.cn


http://www.27001.cn/

1 Scope SGE

This document specifies the requirements for
establishing, implementing, maintaining and continually
Improving an information security management system
within the context of the organization. This document also
Includes requirements for the assessment and treatment of
Information security risks tailored to the needs of the
organization. The requirements set out in this document are
generic and are intended to be applicable to all organizations,
regardless of type, size or nature. Excluding any of the
requirements specified in Clauses 4 to 10 is not acceptable
when an organization claims conformity to this document.

AXHAE T HEALNMIE TEMY . 1517, 40, 54
PUHEERLEBEARNER, AN EEAREHRTR
HUE R L NS TR EFAIENER, AXHFIINE
KEBAN, EATRMRE., HRNMUERNALR. ARE
AT EARXME, FEHIRSE 4 Z2%E 10 EF R ENE
K

2 Normative references #SE14 3| B34

The following documents are referred to in the text in
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such a way that some or all of their content constitutes
requirements of this document. For dated references, only
the edition cited applies. For undated references, the latest
edition of the referenced document (including any
amendments) applies.

TN T AN 2R DEy, NEEE
RIS AN, (OERNRAEATAXSF. NENERH
RS AX M, ERFRA(EERANENR)ERTAXMY,

ISO/IEC 27000, Information technology — Security
techniques — Information security management systems —
Overview and vocabulary

ISO/IEC 27000, EEHKAR — ZERK — FEREE
BER — HhRFIEDE

3 Terms and definitions RKiEFIENX

For the purposes of this document, the terms and
definitions given in ISO/IEC 27000 apply.

ISO/IEC27000 57 E R ARIBFIE X I& M T A1

ISO and IEC maintain terminology databases for use in
standardization at the following addresses:

ISO # IEC 43R M AT AR IR TBEER AT
— ISO Online browsing platform: available at
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https://www.i1s0.org/obp

— I1SO A& NS5 https://www.iso.org/obp

— IEC Electropedia: available at

https://www.electropedia.org/

— IECEFHMIES: https//www.electropedia.org/

4 Context of the organization ZHZRIfiE

4.1 Understanding the organization and its context IEf#
AR R HINE

The organization shall determine external and internal
Issues that are relevant to its purpose and that affect its ability
to achieve the intended outcome(s) of its information security
management system.

BAANHESHEERXN BELWALIEELEE
EBRR LS R e TSN RN A ERF

NOTE Determining these issues refers to establishing the
external and internal context of the organization considered
in Clause 5.4.1 of ISO 31000:2018[5].

D XIXLEEMMNFE, S0 1S031000:2018[5], 5.4.1
S IMBFI AR R A
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4.2 Understanding the needs and expectations of

interested parties Ef#tHX T H RAHHE

The organization shall determine:

BANTHE:

a) interested parties that are relevant to the information
security management system;

a) EELREEBEHAEREXT,

b) the relevant requirements of these interested parties;

b) X LR TTRIHAREK;

c) which of these requirements will be addressed
through the information security management system.

c) MEZRTITPUBIEERSEERRBIAA,

NOTE The requirements of interested parties can include
legal and regulatory requirements and contractual

obligations.

X MRITNBRYETRER. ENBERNERIXSE

4.3 Determining the scope of the information security

management system HEFEELEEEAREE

The organization shall determine the boundaries and
applicability of the information security management system
to establish its scope.
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PLANPHEFEELREEEARNAALAEAN, MUE

When determining this scope, the organization shall
consider:

EHESeER, ARANEER:

a) the external and internal issues referred to in 4.1;

a) 4.1 FIREIAYSMN RN A BB ET,

b) the requirements referred to in 4.2;

b) 4.2 FRIREIAIE K,

c) interfaces and dependencies between activities
performed by the organization, and those that are performed
by other organizations.

c) AAL AN ZENEASHEMARLENIESD
Z B A MR R,

The scope shall be available as documented information.

ZSEE N A XS B BT

4.4 Information security management system 5E&REE

5237

The organization shall establish, implement, maintain
and continually improve an information  security

management system, including the processes needed and
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their interactions, in accordance with the requirements of this
document.

ARNVIRBAHNER, B, KW, 4EPMIFERN
HERLXEFIEARR BREEREEEARAMTNEEL
HMBEEH.

5 Leadership $iS{EH

5.1 Leadership and commitment $ASf&E

Top management shall demonstrate leadership and
commitment with respect to the information security
management system by:

Ko elERENBE U TES, EXNERLEeEEAR
RS HKIAE:

a) ensuring the information security policy and the
Information security objectives are established and are

compatible with the strategic direction of the organization;

a) HREL T EERENHMERLER F5EAA
F A&7 R — 5K

b) ensuring the integration of the information security
management system requirements into the organization’s

Processes;
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b) ARKEELEEEARREKRESIARIES,

c) ensuring that the resources needed for the
Information security management system are available;

c) MREELEERERERETH,

d) communicating the Iimportance of effective
information security management and of conforming to the
Information security management system requirements;

) HBRENNEEREEEAFEREEAEREEIEGR
TRNEEN,

e) ensuring that the information security management
system achieves its intended outcome(s);

e) FIREELREBIEARR AT THIZER,;

f) directing and supporting persons to contribute to the
effectiveness of the information security management system:;

SHIFRXARAGELEEEBARNARM
8L L DT

g) promoting continual improvement; and

0) {RFFHFEEEHE;, UK

h) supporting other relevant management roles to
demonstrate their leadership as it applies to their areas of
responsibility.

h) XFEMBXEESE DIEXMBNNNSEABK
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[

HTFHEFEEHE.
NOTE Reference to “business” in this document can be

A

Interpreted broadly to mean those activities that are core to

the purposes of the organization’s existence.

A ARMHER LS —E R T XHhIE R A R AR

FHEENNZOAR .

5.2 Policy 7%t
Top management shall establish an information security

policy that:
EEEERENENEERETIE, ZAHN:

e B
a) Is appropriate to the purpose of the organization;

a) EHLAEEEEE,
b) includes information security objectives (see 6.2) or

provides the framework for setting information security
objectives;
b) BIEEELZL BRI 628 HikEEELE BIFE

HAESR,
commitment to satisfy applicable

c) Includes a
requirements related to information security;
c) EIFAXTHEEANEELEHXERNKE,

d) includes a commitment to continual improvement of

http://www.27001.cn
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the information security management system.
d) BIENFENHERLEBERRNKIE
The information security policy shall:

FELEHFN:

e) be available as documented information;

e) B XM LE R I H;

f) be communicated within the organization;

f) AALARERE;

g) be available to interested parties, as appropriate.

0) BHE, MNHEXTITH.

5.3 Organizational roles, responsibilities and authorities

HAMBE. MFTANR

Top management shall ensure that the responsibilities
and authorities for roles relevant to information security are
assigned and communicated within the organization.

ReeRENRRESEELEHEXAENTENNR
HARRNEE D ECADIR

Top management shall assign the responsibility and
authority for:

EERNDEFENNR, U

a) ensuring that the information security management
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system conforms to the requirements of this document;
a) HREELEEEBERRATEAXMNER,

b) reporting on the performance of the information
security management system to top management.

b) MERESEEZREEELEEEFRTN.

NOTE Top management can also assign responsibilities
and authorities for reporting performance of the information
security management system within the organization.

I BEeEEREUUAAAAREEELXEEEERS
S, P ECERTTFNNER .

6 Planning & Xl

6.1 Actions to address risks and opportunities Rz XF X B& F
M<HHETE

6.1.1 General EI

When planning for the information security
management system, the organization shall consider the
issues referred to in 4.1 and the requirements referred to in
4.2 and determine the risks and opportunities that need to be

addressed to:

HRUERLZEEERRN, ARANER 41 PR
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S 42 PIREMER, FHEFTERLXNRENYZ,
A
a) ensure the information security management system
can achieve its intended outcome(s);
a) MIREERLEEERARARTIAZITHIL
b) prevent, or reduce, undesired effects;
b) LR AR,
c) achieve continual improvement.,
c) IAEFFE .
The organization shall plan:
BANKK:
d) actions to address these risks and opportunities; and
d) NXXENEG I SITER, UK
e) how to
e) Zfaf:
1) integrate and implement the actions into its
iInformation security management system processes; and
1) BXERBESIGEELEEEBERIREFR FT
USRI, WK
2) evaluate the effectiveness of these actions.

2) THIrXEEFERR AR
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6.1.2 Information security risk assessment {2 &£ KX &

&

The organization shall define and apply an information
security risk assessment process that:
BANEXFNAEERLRENRTEIRE, )
a) establishes and maintains information security risk
criteria that include:
a) B HFHIPEELTENEEN, B4
1) the risk acceptance criteria; and
1) REgsZAEN, MUXA
2) criteria for performing information security risk
assessments;
2) ERZENETHEL AN
b) ensures that repeated information security risk
assessments produce consistent, valid and comparable
results;
b) FRRENE B L2 NG TG £ —EH . B
o EE AV LS
c) identifies the information security risks:
c) MAERLEX:
1) apply the information security risk assessment

process to identify risks associated with the loss of
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confidentiality, integrity and availability for information within
the scope of the information security management system;
and

1) NAGEERENRIHEERE ORAIEELEEIE
KREREERNSEERBMN. TEMMTTAMRER XN,
D3

2) identify the risk owners;

2) IRAIRBGTTIEAN

d) analyses the information security risks:

d) T EERENE:

1) assess the potential consequences that would result
if the risks identified in 6.1.2 ¢) 1) were to materialize;

1) THE 6.1.2 c) DRAMRARININE X EfR, TS
EER

2) assess the realistic likelihood of the occurrence of
the risks identified in 6.1.2 ¢) 1); and

2) TH&6.1.2 ) 1)FATIR B MBS SEPR & £ B BT BEME

3) determine the levels of risk;

3) EMBL KA.

e) evaluates the information security risks:

e) THNMERZE NS

1) compare the results of risk analysis with the risk
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criteria established in 6.1.2 a); and
1) BREDTERS 6.1.2 a)h B R AENHTT
tbak, A&
2) prioritize the analysed risks for risk treatment.
2) ARBEALEHEFE AT RBE LR
The organization shall retain documented information

about the information security risk assessment process.

PLANREBREERENR AT ENXXMHLER

6.1.3 Information security risk treatment {§ 8% £ X &4k
B

The organization shall define and apply an information
security risk treatment process to:

PLANEXFANREELENELETRE, M

a) select appropriate information security risk treatment
options, taking account of the risk assessment results;

a) EERNARIHLERNEM L, EFEEMNEERLE
MBS Ak B 1% T

b) determine all controls that are necessary to
Implement the information security risk treatment option(s)

chosen;

b) #E LI Bk HIE B L& KBS 4k & 1% 0 i 4 F5 B9 P
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B,

NOTE 1 Organizations can design controls as required,
or identify them from any source.

F 1 HFEN, ARATRITESR, S0RAIKRBEEkK
IRAVIE ]

c) compare the controls determined in 6.1.3 b) above
with those in Annex A and verify that no necessary controls
have been omitted;

c) ¥ 6.1.3 b)yAEMNIETISH% A PRVEHIFHITILE,
FIUEZE ZRE L EHIIR S,

NOTE 2 Annex A contains a list of possible information
security controls. Users of this document are directed to
Annex A to ensure that no necessary information security
controls are overlooked.

2 ik A BETURFENEELEETIIR. K
XHRATERR A BNIES T, BERIFERLENESR
L EIEH,

NOTE 3 The information security controls listed in Annex
A are not exhaustive and additional information security
controls can be included if needed.

E 3 IR A FIAINERELEEHH AR TSN, R
BFRE, TUERTINIEEREE.
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d) produce a Statement of Applicability that contains:

d) FlE—PMERMER (SOA), HER!

— the necessary controls (see 6.1.3 b) and ¢));

— HENEH (W 6.1.3b) A c));

— justification for their inclusion;

— HZFN SR,

— whether the necessary controls are implemented or
not; and

— ERZVEMNEHEEREXRI, UL

— the justification for excluding any of the Annex A
controls.

— RXfMF A =HIME A SR,

e) formulate an information security risk treatment plan;
and

e) HIEEXNEERENLETT,

f) obtain risk owners’ approval of the information
security risk treatment plan and acceptance of the residual
information security risks.

f) RENBREANEELENRLEITHARNE
BREHRNNEZHE.

The organization shall retain documented information

about the information security risk treatment process.
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AANRBAEXEELRENRLETENXHLER.
NOTE 4 The information security risk assessment and
treatment process in this document aligns with the principles
and generic guidelines provided in ISO 31000[5].
x4 AXHFNEELENRELGMLESES
ISO31000[5]* 45 th Y JR N 018 A fra AH L L .

6.2 Information security objectives and planning to

achieve them {5 ERXEHIRRHESIKK

The organization shall establish information security

objectives at relevant functions and levels.
AANERAFRENER FEIEELEBIR.

The information security objectives shall:

SERE BN

a) be consistent with the information security policy;

a) SERLETH—

b) be measurable (if practicable);

b) T ME(ZATI1T),;

c) take into account applicable information security
requirements, and results from risk assessment and risk

treatment;

c) ZREMNERZEER, NENEEAMNELE
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iRk
d) be monitored,;
d) ¥R,
e) be communicated;
e) TLHUAE;
f) be updated as appropriate;
f) EREH;
g) be available as documented information.
) FERXHE BT A,
The organization shall retain documented information
on the information security objectives.
PLANREEXRELELE BRIXHAER.
When planning how to achieve its information security
objectives, the organization shall determine:
ARVMELEEELE Birl, ALRRHE:
h) what will be done;
h) EMHt4
1) what resources will be required;
) BETARIE,
) who will be responsible;
) RIERR,

k) when it will be completed; and
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k) - ARHMETEAL,

l) how the results will be evaluated.
) AEIEMER
6.3 Planning of changes T E Y& X
When the organization determines the need for changes

to the information security management system, the changes

shall be carried out in a planned manner.
HALHMEFENERLEEBERAHATLEN, TF

N 3EFTSR XY 77 TSE Tt
7 Support X¥¥

7.1 Resources KR
The organization shall determine and provide the

resources needed for the establishment, implementation,

maintenance and continual improvement of the information

security management system.
AANHEFRMEES . L. #IPNFEHERER

SEBAERRENERR.
7.2 Competence fE7
http://www.27001.cn

The organization shall:
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HLRN:

a) determine the necessary competence of person(s)
doing work under its control that affects its information
security performance;

a) AECEAREFT TNESTMAREFEELEFHTUWN
TEANRNNERE

b) ensure that these persons are competent on the basis
of appropriate education, training, or experience;

b) AR LR ANREEHNAF . FHIHERNER E6/E
BRAERE T,

c) where applicable, take actions to acquire the
necessary competence, and evaluate the effectiveness of the
actions taken; and

c) EAK, XEFERMNKELENESN, FIEERTRER
iR AR

d) retain appropriate documented information as
evidence of competence.

d) REBEHSHNXHLERIERNE NRYIEE.

NOTE Applicable actions can include, for example: the
provision of training to, the mentoring of, or the
reassignment of current employees; or the hiring or

contracting of competent persons.
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X BAMNERT SR, FanEXIE R RRAFIL
BSNEHTE, AEBRAIZNFEINAR,

7.3 Awareness =i

Persons doing work under the organization’s control
shall be aware of:

FEAHLRES T TENAN RN FIEGE:

a) the information security policy;

a) ERLETE

b) their contribution to the effectiveness of the
Information security management system, including the
benefits of improved information security performance; and

b) HMEERLXEEEARRBT NN TR, BIRAIHER
LEGHRINEL, UK

c) the implications of not conforming with the

Information security management system requirements.

C) A EEELREEBARREKRTRANZIN,
7.4 Communication 8@

The organization shall determine the need for internal
and external communications relevant to the information

security management system including:
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HANHESEERLEEBAEARE ORI MINBEY
HBHEKR, B!
on what to communicate;

B A,

b) when to communicate;

b) {oa B 438

c) with whom to communicate;

)
) '51&//3

d) how to communicate.

)
d) #nfa]yai@

a

a

)
)

C

7.5 Documented information X{{L{EE
7.5.1 General A

The organization’s information security management

system shall include:
BALAMNEELEEEERRN BT

a) documented information required by this document;
and

a) AXMHERNXHUER UK

b) documented information determined by the
organization as being necessary for the effectiveness of the
Information security management system.
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b) MEERREEERZNENNE, ARFHENLEN
XHLE R

NOTE The extent of documented information for an
information security management system can differ from one
organization to another due to:

x AEARAXEEREEEAR XL E RN
EEIMNEAELN, X2HT:

1) the size of organization and its type of activities,
processes, products and services;

1) HRARMEREES. 3. =RIRESHIEE,
2) the complexity of processes and their interactions; and

) %
)
2) SEAHMBEEANERM, MR
)
)

3) the competence of persons.

w

ARBI8E
7.5.2 Creating and updating BIEFIE 3

When creating and updating documented information

the organization shall ensure appropriate:

LIBMEH XM ERN, AANHRESN:

a) identification and description (e.g. a title, date, author,

or reference number);

a) fRRTFER(BINRE. B, tEESE5IBES)
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b) format (e.g. language, software version, graphics) and
media (e.g. paper, electronic); and

b) #RIN(BIGHIES  BRAHARAR . BIFR) M B (B an 4R BTy «
BT H))

c) review and approval for suitability and adequacy.

c) MIEEMMFIED MR TERFIHLA,

7.5.3 Control of documented information 3 {E4k{= B2
il

Documented information required by the information
security management system and by this document shall be
controlled to ensure:

ERREEERRRAXGRERNXHEHMERENT
23], TR

a) it is available and suitable for use, where and when it
Is needed; and

a) ERENZEMNYL, HUREFER,

b) it Is adequately protected (e.g. from loss of
confidentiality, improper use, or loss of integrity).

b) BRRE P RIF(INEERRE K AEHEM.
BMRKASF).

For the control of documented information, the
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organization shall address the following activities, as
applicable:

AEFXHHES, SR, ARNHTIXATES:

c) distribution, access, retrieval and use;

c) A&, hlE, WERMEM,

d) storage and preservation, including the preservation
of legibility;

d) fFREFRIF, BIARFTFOERM

e) control of changes (e.g. version control); and

e) EHIZE (I, ARAFEESH), UK

f) retention and disposition.

f) REMLE.

Documented information of external origin, determined
by the organization to be necessary for the planning and
operation of the information security management system,
shall be identified as appropriate, and controlled.

NTAHARENKINHNETEELEEEERLE
UK BN L E R, ARNHTES IR, FTFIUE
i o

NOTE Access can imply a decision regarding the
permission to view the documented information only, or the

permission and authority to view and change the
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documented information, etc.
A WXHAEEN AN TTRERENXATER, I
RRE R FERFFRIUENFEAMNR,

8 Operation =E{T

8.1 Operational planning and control Zf75& XIF1#2H

The organization shall plan, implement and control the
processes needed to meet requirements, and to implement
the actions determined in Clause 6, by:

AT HEERIUAKRELIESRK 6 PHENIERE, ARANE
T IA T HEEXNFTRVEEHTRY . SRS

— establishing criteria for the processes;

— B REEN,

— implementing control of the processes in accordance
with the criteria.

— RRAENKEE R,

Documented information shall be available to the extent
necessary to have confidence that the processes have been
carried out as planned.

ML EENTELENERE LY URE, MBEXET
R IFEIHRIT,
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The organization shall control planned changes and
review the consequences of unintended changes, taking
action to mitigate any adverse effects, as necessary.

PANEFRYOELE, TFEEMPEENER, LE
i, SREGERERE AT R0,

The organization shall ensure that externally provided
processes, products or services that are relevant to the
Information security management system are controlled.

BANFTHRIMNIREN, BESEELRE2BEEEARE XN
. amE RS R,

8.2 Information security risk assessment {58 %4 X ST
&

The organization shall perform information security risk
assessments at planned intervals or when significant changes
are proposed or occur, taking account of the criteria
established in 6.1.2 a).

HANEFR 6.1.2 a)FTEZA9EN, =R IAIET 8 [E)FE,
FHBERTERBHIAEN, MITERLE NS,
The organization shall retain documented information of

the results of the information security risk assessments.

PLANREEE LN THEE R XXHLER.
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8.3 Information security risk treatment SEREXELE

The organization shall implement the information
security risk treatment plan.
BRANEKEEELENLLETT.
The organization shall retain documented information of

the results of the information security risk treatment.

HANRBEEZENELEERNIXHHEER.
9 Performance evaluation Z301E4}

9.1 Monitoring, measurement, analysis and evaluation &

. ME. DG

The organization shall determine:

LR HATE !

a) what needs to be monitored and measured, including
Information security processes and controls;

a) FEREUMNNENRNE, EREEEREIEMIEZES;

b) the methods for monitoring, measurement, analysis
and evaluation, as applicable, to ensure valid results. The
methods selected should produce comparable and

reproducible results to be considered valid;

b) EAMEN. NE. DTN NITE, UHRREE
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BRMER, FHENTTEE £ TR HIRN B XL
c) when the monitoring and measuring shall be
performed;
c) IR TR E;
d) who shall monitor and measure;
d) NHIEXEMFNE,
e) when the results from monitoring and measurement
shall be analysed and evaluated,;
e) 1B R A ANPEAN I AL AN B HY 25
f) who shall analyse and evaluate these results.
f) Rz EIER AT AR IX L4
Documented information shall be available as evidence
of the results.
BHNXHUEENTIURE, MIEASRMNIESE.
The organization shall evaluate the information security
performance and the effectiveness of the information security
management system.
HANTIMERLREANULGERREERERNSE
£ G
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9.2 Internal audit HEPEIX
9.2.1 General E

The organization shall conduct internal audits at planned
iIntervals to provide information on whether the information
security management system:

BANIZBER N E]ERAETHEERZ, MIRMHEX
SREXEEEAZNTINER
a) conforms to

I
a) =5

1) the organization's own requirements for its
Information security management system;

1) AR B SN EEREEEARNEKR,

2) the requirements of this document;

2) ARXMHREX;

b) is effectively implemented and maintained.

b) BEBEAMAILIEFIRET,
9.2.2 Internal audit programme REPEIXTTE

The organization shall plan, establish, implement and
maintain an audit programme(s), including the frequency,

methods, responsibilities, planning requirements and
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reporting.

BANKY. B, LENRFTF-IEZBIHELTE,
HAPEHEIE, 7. TE. RUMERNRE

When establishing the internal audit programme(s), the
organization shall consider the importance of the processes
concerned and the results of previous audits.

B AMHEZT RN, AANEEIBEREIENEEN
A A RT B A A 25

The organization shall:

AR

a) define the audit criteria and scope for each audit;

a) EXEREZNEZAENMEZSEE;

b) select auditors and conduct audits that ensure
objectivity and the impartiality of the audit process;

b) EFEHEZRIFLMEHEZ, UAREZLIENZW LM
ANIETE;

c) ensure that the results of the audits are reported to
relevant management,

c) MRBERERREERKEEE,

Documented information shall be available as evidence
of the implementation of the audit programme(s) and the

audit results.
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XHUERNT URE, MEASEZRTT R M AL
REIEIE.

9.3 Management review EIE}LH
9.3.1 General £

Top management shall review the organization's
Information security management system at planned
Intervals to ensure its continuing suitability, adequacy and
effectiveness.

SEERNERRUNMEERBYELANEELE
FIEARRHTEE, MBREFZNEER. ZOMMEN
M.

9.3.2 Management review inputs B IETER#MA

The management review shall include consideration of:

EIETFEHENER:

a) the status of actions from previous management
reviews;

a) DUFEIENHATREGEIERVIE R,

b) changes in external and internal issues that are

relevant to the information security management system;

b) 5EEREEEFAMBRNNIMNIZIAEL,
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c) changes in needs and expectations of interested
parties that are relevant to the information security
management system;

) SERREBEARMBRNBRITFTRMPENT
1€;

d) feedback on the information security performance,
iIncluding trends in:

d) AXEFEEREFNNRGZ, BHEUTHTENES:
1) nonconformities and corrective actions;
1) RFFEFLYIEFREE,

2) monitoring and measurement results;
|

)
) A
)
2) mOANELER,
3) audit results;
3)
)
)

*/(/I:l

4) fulfilment of information security objectives;

m/u\jﬁ E 7“]?75& IE/R

e) feedback from interested parties;
e) X7 RIR,

f) results of risk assessment and status of risk treatment

4

plan;
f) REEHER RN E TR BVRTE,

g) opportunities for continual improvement.
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g) FENHANS.
9.3.3 Management review results & IBjER#H

The results of the management review shall include
decisions related to continual improvement opportunities
and any needs for changes to the information security
management system.

EENENERN Sl SHEAHN SHEXRARE UL
R EFEERREEBERMNEAHRK,

Documented information shall be available as evidence

of the results of management reviews.

X EER T IMRE, UEAEENEERMIEE.
10 Improvement (i

10.1 Continual improvement ¥F&E303#

The organization shall continually improve the suitability,
adequacy and effectiveness of the information security
management system.

BANFENAEELEEEERNEREE. TOMHM
B
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10.2 Nonconformity and corrective action ~F& R IE
et

When a nonconformity occurs, the organization shall:
URERFFER, ARN:

a) react to the nonconformity, and as applicable:

a) NATFEM L R, 1ERR:

1) take action to control and correct it;

)
1) XBUERE, DUESFF T XYLE;

2) deal with the consequences;

2) HLEBERBR;

b) evaluate the need for action to eliminate the causes
of nonconformity, in order that it does not recur or occur
elsewhere, by:

b) 1Bt X TIAF], TN RBUBBRATT &R E RNIERN T
K, UBMIEATFEREYE, SiaEMmithmg4s:

1) reviewing the nonconformity;

1) WEARTE,

2) determining the causes of the nonconformity; and

2) MEATENERRE, X

3) determining if similar nonconformities exist, or
could potentially occur;

3) MEXRMNAFTEREFHE, HURRRE,
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c) implement any action needed:;

c) SEMEEFIFENIER,

d) review the effectiveness of any corrective action taken;
and

d) TFEEATAMRBRAHUIEREmBRE, UE

e) make changes to the information security
management system, if necessary.

e) WEN, MEERLEEEFRHAITELE,

Corrective actions shall be appropriate to the effects of
the nonconformities encountered.

YFIEEN SFTBR N AT ENTHHEES.

Documented information shall be available as evidence
of:

MU ERER T URE, MEANIX T ENIESE:

f) the nature of the nonconformities and any subsequent
actions taken;

f) NFFE MR RE T R4,

g) the results of any corrective action.

) R EREBINER.
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Annex A ik A

Information security controls reference % 8L £

i

The information security controls listed in Table A.1 are

directly derived from and aligned with those listed in ISO/IEC

27002:2022[1], Clauses 5 to 8, and shall be used in context

with 6.1.3.
= Al EEREEFIREZERIS ISO/IEC
27002:2022[1]58 5 Z&~% 8 TMEXSN, F1E 6.1.3 TREHHK

fEH.
Table A.1 — Information security controls
RKAL— FEREEH
5 | Organizational controls ZHZR$% %
5.1 | policies for | Control 2l
information Information security policy and topic-
security specific  policies shall  be defined,
SELEKE, |approved by management, published,

communicated to and acknowledged by

relevant personnel and relevant interested
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parties, and reviewed at planned intervals
and if significant changes occur.
ERLE RN E A KIS E
X, HEEEMAE M. FERSBMER
TAISMERAERTT, FHHRR X A9RT (] (8] FREk
HEATUEAENHTERLERRBIT
B

5.2

Information
security  roles
and

responsibilities

Control 2%l

Information security roles and

responsibilities shall be defined and

allocated according to the organization

EELEAE | needs.
FHRR MREHAFTREXEELREIRTNA
=
5.3 | Segregation of | Control 32l
duties Conflicting duties and conflicting areas of
S A=) responsibility shall be segregated.
N BERRNIRTEETECE.
54 | Management | Control 3=l

responsibilities

Fobe =+
EIEER TR

Management shall require all personnel to
apply information security in accordance

with the established information security
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policy, topic-specific  policies and

procedures of the organization.
EEEZENEKRKIAERIZRALACEY
HRES . BETIMNRBNNENAER
ZE,

5.5

Contact with

authorities
S5 EE
R

Control 2l
The organization shall establish and
maintain contact with relevant authorities.

PRy 2T MR 51 R EReE VLRI EX

5.6

Contact with

special interest

Control 2%l

The organization shall establish and

Groups maintain contact with special interest
5 457 F1 25 B | groups or other specialist security forums
FIEL R and professional associations.
PHL N BT AR SRART s, SiH A
TV RERIRMEWIHEAIBLER
5.7 | Threat Control =i
intelligence Information relating to information
BMEHR security threats shall be collected and
analysed to produce threat intelligence.
S5ERREREMBEXNERNEEEMN
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Wi, URSEIER.

5.8 | Information Control =i
security in | Information security shall be integrated
project Into project management.
management |EELZENHEESIITEEEF,
mEEERH
BRLE

5.9 |Inventory  of | Control =%l
iInformation An inventory of information and other
and other | associated assets, including owners, shall
associated be developed and maintained.
assets N R A4 B A H A KB R =B 8
SEMHEMX BEHEFMRES.
XA IR

5.10 | Acceptable use | Control 2%l
of information |Rules for the acceptable use and
and other | procedures for handling information and
associated other associated assets shall be identified,
assets documented and implemented.
BEEMEMX | MIRAEEMEMKBEE =N TEZEF
BXR RO 5| AR, AR EALIEMAE, 2R HhItn
CAEdE IASETE
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511

Return of assets

AR EbTS

Control #=l

Personnel and other interested parties as
appropriate  shall  return all  the
organization’s assets in their possession
upon change or termination of their
employment, contract or agreement.
RTMEMHERTEEH. GRSIMNE
EE&IER, NARESANEARRE
o

5.12

Classification of

Information

|:|/LJ\ El]/\éﬁ

Control =i

Information shall be classified according
to the information security needs of the
organization based on confidentiality,
integrity, availability and  relevant
interested party requirements.
SENERETREM. =BM. A
MEABAXTERNALRNERLEFTK

TR

5.13

Labelling of

iInformation

SRR

Control 2%
An appropriate set of procedures for
information labelling shall be developed

and implemented in accordance with the
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information classification scheme adopted
by the organization.
NiERA{XANEETRTE, #EFH
SChe—2H1E 4 1915 BARIC AR

5.14

Information

transfer

E=NEg

Control =i

Information transfer rules, procedures, or
agreements shall be in place for all types
of transfer facilities within the organization
and between the organization and other
parties.

N AELRARBIALBLSHMTTZ B
P KM ERIR S EE 2 E AN
ARSI

5.15

Access control

v [E) 2

Control 5l

Rules to control physical and logical
access to information and other
associated assets shall be established and
implemented based on business and
information security requirements.
NRELSZSTNERLERK, BIMER
A E AL KK R 7~ A E R 0] #Y 12
wAN, FFF AL,

43 /70

http://www.27001.cn



http://www.27001.cn/

5.16 | Identity Control 2%l
management | The full life cycle of identities shall be
ShEE managed.
NEESHNENE .
5.17 | Authentication | Control =i
information Allocation and management of
e SIEYS authentication information shall be

controlled by a management process,
including advising personnel on
appropriate handling of authentication
information.

NBEZEAMNEEIERTLEINEEMN
DEMEE, SFEENARESLIEL

=
E/L‘:\o

5.18

Access rights

VAIE]AX

Control =i

Access rights to information and other
associated assets shall be provisioned,
reviewed, modifiled and removed in
accordance with the organization’s topic-
specific policy on and rules for access

control.

NARTE LR 2R 4% E = BAY i (0] 32 ) SRS A0
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AL 15 2 A0 H il S BX 28 7 B9 33 [8) A g
TR, VEE. EFIMIER .

5.19

Information
security In
supplier

relationships

Control 2%l
Processes and procedures shall be defined

and Iimplemented to manage the

information security risks associated with

ft N 7 < & A | the use of supplier's products or services.
NERL AEEEAMRNFREN” MRS
mRINEERRENE, HRXIENNEN
WEX, FF AL,
5.20 | Addressing Control 2%
information Relevant information security
security within | requirements shall be established and
supplier agreed with each supplier based on the
agreements type of supplier relationship.
AHENEHN | NETHNERARXE, EIHEXGEEL
FRIFEFEE LR | £BK F5EHNEMERLEERE
2 A — 3
5.21 | Managing Control 2%
information Processes and procedures shall be defined

security in the

Information

and Implemented to manage the

iInformation security risks associated with
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and

communication

the ICT products and services supply

chain.

technology HEBEESBERAICT = RHMRSE
(ICT)  supply | N #EMEXNERLENE, HXIEM
chain MENEEX, FFIUALE.
SRSBRER
A (ICT) f# Rz $&
MNEELEE
it

5.22 | Monitoring, Control 2%
review and | The organization shall regularly monitor,
change review, evaluate and manage change in
management | supplier information security practices and
of supplier | service delivery.
services BRANERGEM. FE. THIMENEER
MY ERE | LEXEMBREZA, FNEEIEFMN
B TTEE | LE,
EEIE

5.23 | Information Control =i

security for use
of cloud

services

Processes for acquisition, use,

management and exit from cloud services

shall be established in accordance with the
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organization’s Information security

FERRE requirements.
NIRBAREELEER, AR EH.
BIEMRY RS ELRIE
5.24 | Information Control =i
security The organization shall plan and prepare
incident for managing information  security
management | incidents by defining, establishing and
planning and|communicating information  security
preparation incident management processes, roles
= 2 %4 E | and responsibilities.
FENRUMN | AANEX. BIMABEERESEMHE
HE HE. AEMIRE, MRUNAESRER
ZEEHNEIE,
5.25 | Assessment Control =i

and decision on
iInformation

security events

The organization shall assess information
security events and decide if

they are to be categorized as information

= 2 & 4 FE 7% | security incidents.
T EFIARR (AL ELERELEESHREHES
BT EELREE M,
5.26 | Response  to | Control 2%l
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information Information security incidents shall be
security responded to in accordance with
incidents the documented procedures.
EELREEMN | HARREXHAUNAENNEERE
HY Ml =1
5.27 | Learning from | Control 2%l
information Knowledge gained from information
security security incidents shall be used to
incidents strengthen and improve the information
MA1E B & £ 5 | security controls.
%3] NI BEERLXESEHREINIIRK
IR MR E R,
5.28 | Collection  of | Control =
evidence The organization shall establish and
WEHERI U & implement procedures  for  the
identification, collection, acquisition and
preservation of evidence related to
information security events.
PHANETIRA] . WE. KBFREFEE
ZEEHMNEXIEENRE, FFIUE
it o
5.29 | Information Control =i
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security during
disruption

1B B RS (S R
ZE

The organization shall plan how to

maintain information security at an

appropriate level during disruption.
BLANKIMEEFHARDBEELSE
RIS H YK

5.30

ICT  readiness

for business
continuity

W 55 3% %14 5
s EOBiER

AN (ICT) VR

Control 2l

ICT readiness shall be planned,

implemented, maintained and tested
based on business continuity objectives
and ICT continuity requirements.
MNETVEELZEBIRMERSRER
A (ICT) EZMEXK, RUERSBER
AR (ICT) 89, FTFUKKE, REFAN
o

5.31

Legal, statutory,
regulatory and
contractual
requirements
EEEM A
EMERER

Control #Z#i

Legal, statutory, regulatory and

contractual requirements relevant to

information security and the

organization’s approach to meet these

be

requirements  shall identified,

documented and kept up to date.

F—-l»/\jJJ B /o ﬁﬁ’l‘ﬁi’éﬂﬁ/ﬁ@—\ /i%)b
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MERIZEXR, UEALHEXEEKRNTT
&, FEBOE TR E#T

5.32 | Intellectual Control =i
property rights | The  organization shall implement
FIR =1 appropriate procedures to protect
intellectual property rights.
HANKLHEESNME, DHURIPFEIR™
o
5.33 | Protection  of | Control 2
records Records shall be protected from loss,
10 3% BV R IF destruction, falsification, unauthorized
access and unauthorized release.
RN HITRIP BT EE K SR (hE.
RIFRIH A FARITNE T .
5.34 | Privacy and | Control =l
protection  of | The organization shall identify and meet
personal the requirements regarding the
identifiable preservation of privacy and protection of
information PIl according to applicable laws and
(PII) regulations and contractual requirements.
[RAMFNA S | HANREERNEREAMNEREKR,
MEENRF | IRIFHERTRARIFPMNDAZNGE
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BPIRIFEIEXK,

5.35 | Independent | Control 3Z#l
review of | The organization’s approach to managing
information information security and its
security iImplementation including people,
= B L £ M E | processes and technologies shall be
AVART=: reviewed independently at planned
Intervals, or when significant changes
occur.
MR EERRNEERTHNEE
i, MHEANEEREEEINARHENLE
BRAR. SEMBARNHITIRIZITEE.,
5.36 | Compliance Control 2%
with  policies, | Compliance with the organization’s
rules and | information security policy, topic-specific
standards  for | policies, rules and standards shall be
information regularly reviewed.
security NEEIEFEARGEERZESREE. BETA
KRG AANE | B9RES. MNFIRENFTFE M.
ELRERAEN
TEt
5.37 | Documented | Control =i
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operating
procedures
AL RS 3R 1E
MFE

Operating procedures for information
processing facilities shall be documented
and made available to personnel who
need them.

= R IER R ERIIE N RO, FF
RUSAEFTENAREA.

People controls

NZEC

6.1

Screening

HE

Control =i

Background verification checks on all
candidates to become personnel shall be
carried out prior to joining the
organization and on an ongoing basis
taking into consideration applicable laws,
regulations and ethics and be
proportional to the business
requirements, the classification of the
information to be accessed and the
perceived risks.

HEEMNABRZE, NXFEERELESE
NERHETRIEZE, FEHEMZ E,
FREAER. FAMERAE, UK
S5\WEZER. HaEENFRMERAIN

52 / 70

http://www.27001.cn



http://www.27001.cn/

fEHEE.

6.2 | Terms and | Control =%
conditions  of | The employment contractual agreements
employment shall state the personnel's and the
£ A % 5K & % | organization’s responsibilities for
s information security.
EREEMNKERR THARNER
ZE IR,
6.3 | Information Control 1=l
security Personnel of the organization and
awareness, relevant interested parties shall receive
education and | appropriate Information security
training awareness, education and training and
ZEL4eEiE. |regular updates of the organization's
H B gl information security policy,
topic-specific policies and procedures, as
relevant for their job function.
BRMEXTNRT, Ni=HTERRE,
BEXEIHNRIR. AFMEII, DUXEH
EFMNAREELERE. FETHERE
ER=.
6.4 | Disciplinary Control 2%l
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process
EAAL RIS R

A disciplinary process shall be formalized
and communicated to take actions against
personnel and other relevant interested
who have committed

parties an

information security policy violation.
NAEERXHN. BE#MZANENLIETE
UNEELEEMNR TMEMBXT

KEUFEE .

6.5

Responsibilities
after
termination or
change of
employment

ERZILEST
EAERTT

Control =i

Information security responsibilities and
duties that remain valid after termination
or change of employment shall be
defined, enforced and communicated to
relevant personnel and other interested
parties.
NBEERELLIRNTERDEANER
ZERTHXE, FIREREXRITIHM

HRITFHHIIT,

6.6 | Confidentiality |Control =%l
or non- | Confidentiality or non-disclosure
disclosure agreements reflecting the organization’s
agreements needs for the protection of information
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R 2 5 A R
I

shall be identified, documented, regularly
reviewed and signed by personnel and
other relevant interested parties.

RRA . X ERH N H RRAREE
FRIPFENRBMUSAMBEDINL, FHR
THHMBEXTEZ

6.7 | Remote Control #=H#i
working Security measures shall be implemented
mREITE when personnel are working remotely to
protect information accessed, processed
or stored outside the organization’s
premises.
HRTZETEN, NKhREER, MU
RIFEHR G AINARIEY . ATRRYER
FENER.
6.8 | Information Control #=Hi
security event|The organization shall provide a
reporting mechanism for personnel to report
S E&XEE7|observed or suspected information
& security events through appropriate
channels in a timely manner.
PLANRE—FYLE, FEAREBRITE
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LHRERNIREWER A5 0] L /1E
BREER,

7 | Physical controls IE{2 i
7.1 | Physical Control 3Z#
security Security perimeters shall be defined and
perimeters used to protect areas that contain
MIBLEINF | information and other associated assets.
NEXMFERZEBRARFRIPEERH
HAAE KX R = HIX L
7.2 | Physical entry | Control =%l
MIEANO Secure areas shall be protected by
appropriate entry controls and access
points.
ZEXENHEEHAN D EZEHF DR
FrRF
7.3 | Securing Control 2%l
offices, rooms | Physical security for offices, rooms and
and facilities facilities shall be designed and
JMAZE . EEF0 | implemented.
RIEN L E R ATMVAZE FBEFRIER T RKEDIE
ZE i,
7.4 | Physical Control 2%l
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security Premises shall be continuously monitored
monitoring for unauthorized physical access.
M5 | DR NEREEER, B IERFENAYIE
IR
7.5 | Protecting Control 2%l

against physical

Protection against physical and

and environmental threats, such as natural
environmental |disasters and other intentional or
threats unintentional physical  threats to
¥ 18 0 IR 1% B | infrastructure  shall be designed and
nge]vaga implemented.
KR SE et X BT (B
M, BAREMNEMEENEMERD
TENYERM) HRIPIER.
7.6 | Working in | Control 32#

secure areas
AREXEHT
&

Security measures for working in secure
areas shall be designed and implemented.
AEREXETEN X £I5k N FIRTTH
WL .

7.7

Clear desk and

clear screen

BEREEME

Control 2%
Clear desk rules for papers and removable

storage media and clear screen rules for
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information processing facilities shall be
defined and appropriately enforced.
HNRRMI B FENTNEERE
K, UEEHMNERLERENEERFR
REE, NHEXFELHIT

7.8 | Equipment Control 2%l
siting and | Equipment shall be sited securely and
protection protected.
BEZTENR BRENRENTEMRIF,
78
7.9 | Security of | Control =i
assets off- | Off-site assets shall be protected.
premises AR BTN TR = R AR
2B 43 17 Pit S BY
REEE
7.10 | Storage media | Control 2%l
FEN TR Storage media shall be managed through
their life cycle of acquisition, use,
transportation and disposal in accordance
with the organization’s classification
scheme and handling requirements.
FHEN RN IRBRALRN LTI RMNLE
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TR, WHRE. EH. ShMLENE
a E AT EE,

7.11 | Supporting Control =4l
utilities Information processing facilities shall be
MR protected from power failures and other
disruptions caused by failures in
supporting utilities.
MR ESLEREEESE THFM
18 e 7Y 5k 330 51 A2 A9 B JJR i P A0 H At
7.12 | Cabling Control 2%
security Cables carrying power, data or supporting
FioEd e oer information services shall be protected
from interception, interference or
damage.
NARIPERE . SRS I ERRSH
BRI RL. THEIR,
7.13 | Equipment Control 2%
maintenance Equipment shall be maintained correctly
W to ensure availability, integrity and
confidentiality of information.
RERN T I EF 43P, X R E TS
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M. TEMMEENREM,

7.14 | Secure disposal | Control 32#l
or re-use of|ltems of equipment containing storage
equipment media shall be verified to ensure that any
R % B % 4 4 | sensitive data and licensed software has
S HMHA been removed or securely overwritten
prior to disposal or re-use.
BTN RNRENMAE R T
Z2&E, NHRELEIBINRZ, £
PREETIMBMGEEMBRINLEN
5,
8 |Technological controls A=l
8.1 | User end point | Control =l
devices Information stored on, processed by or
B P%um& | accessible via user end point devices shall
be protected.
7. AP ZImERAIES BT A/
L FIH R NERNZERIF .
8.2 | Privileged Control 1=l
access rights The allocation and use of privileged access
FFF 1A [B) 41X rights shall be restricted and managed.
Rz BR i A0 B IR AR VR A R A A - EC A fE A
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8.3 | Information Control #=l
access Access to information and other
restriction associated assets shall be restricted in
= Eih[fRE] | accordance with the established topic-
specific policy on access control.
Rz % B8 3 37 B9 15 (] 4% 4 A9 45 8 = SR
BR#&{E S A H M RERHI R 8975 10)
8.4 | Access to | Control 1=

source code

Read and write access to source code,

EARIBAYIAE | development tools and software libraries
shall be appropriately managed.
YRS R TEMRGENESR
NEHEENEE,
8.5 | Secure Control #=

authentication

Secure authentication technologies and

e L5 procedures shall be implemented based
on information access restrictions and the
topic-specific policy on access control.

Rz £ T15 B &= & 175 [0 BR I 7037 [0) 32 1 /Y
FETBRE, KL sERRARMA
o
8.6 | Capacity Control 2%l
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management | The use of resources shall be monitored
TEEE and adjusted in line with current and
expected capacity requirements.
NARESRIMFHINRER KR, MNHRN
EAHTIERMEE,
8.7 | Protection Control =i
against Protection against malware shall be
malware implemented and supported by
L= {ERASE | appropriate user awareness.
ERBANPEN LR, FREESN
PREIREZFHZE R,
8.8 | Management | Control =i

of technical

vulnerabilities

N T7 H e 58

MREE

Information about technical vulnerabilities
of information systems in use shall be
obtained, the organization’s exposure to
such vulnerabilities shall be evaluated and
appropriate measures shall be taken.

R KRB AERNERRENRARTE
RS MER, TMARNXLRESE TR

F BN IE R BUE 5 16
8.9 | Configuration | Control =l
management | Configurations, including security
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REEH

configurations, of hardware, software,
services and networks shall be established,
documented, implemented, monitored
and reviewed.

. R REMMBNRE(BRTSE
RE)NWES XS E, FFTFIAE
ft. HRALF0TEE,

8.10

Information

deletion

= S MiER

Control =i

Information stored in information systems,
devices or in any other storage media shall
be deleted when no longer required.
FHREEERE. RESEEAEMLTFEN
FHRHER, SABFENN T MR,

8.11

Data masking

IR &

Control =i

Data masking shall be used in accordance
with the organization’'s topic-specific
policy on access control and other related
topic-specific  policies, and business
requirements, taking applicable legislation
into consideration.

Rz AR ¥E 40 4377 5] 42 11 09 4 2 £ R SR B& A0
HMWEXHE TANRE, UELEH
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K, FEREANER, EREUEHRE
8.12 |Data leakage | Control #=%l
prevention Data leakage prevention measures shall
M EEPAIR | be applied to systems, networks and any
other devices that process, store or
transmit sensitive information.
SR EE S PiaR N N TR fFAEEK
RS EENR S, NEMEEAMEL
o
8.13 | Information Control =i
backup Backup copies of information, software
FEEHR and systems shall be maintained and
regularly tested in accordance with the
agreed topic-specific policy on backup.
Mz RBEM I E AR, MMER. K
HMRGRBEHATHER, FEHN.
8.14 | Redundancy of | Control 2%l
information Information processing facilities shall be
processing iImplemented with redundancy sufficient
facilities to meet availability requirements.
EELERRE EELERENELKE, FEEBHT
HYTTSR R, UBETTHMEER,
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8.15 | Logging Control 2%l
& Logs that record activities, exceptions,
faults and other relevant events shall be
produced, stored, protected and analysed.
LRE). 7% EMEAMAEXEM4
AEN~E. FiE. RIFFDHT,
8.16 | Monitoring Control 2%
activities Networks, systems and applications shall
EEDN be monitored for anomalous behaviour
and appropriate actions taken to evaluate
potential information security incidents.
MIEENE., REMNAEFNRET
A, FXRBESTIIHEBENEERSE
E G
8.17 | Clock Control =i
synchronization | The clocks of information processing
e E 2 systems used by the organization shall be
synchronized to approved time sources.
AN EAZZMECER G MY
S5t ENRENRED .
8.18 | Use of | Control #zfl
privileged The use of utility programs that can be
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utility programs

capable of overriding system and

4 X 52 A 72 7 | application controls shall be restricted and
1915 B tightly controlled.
NT o8B ASEMN BIEH N AR
Fr a1 PR R T IABR 1 FF AR 421
8.19 | Installation  of | Control =i
software on | Procedures and measures shall be
operational implemented to  securely manage
systems software installation on operational
1= 1T & Gt B9 3K | systems.
& N SEFEM RN, UL ERETR
g EMBHRE,
8.20 | Networks Control =i
security Networks and network devices shall be
NEZ e secured, managed and controlled to
protect information in systems and
applications.
REBHR . B TR ANTE 1 o0 48 A0 W) 28 1% B IAR
PREMNAPHER.
8.21 | Security of | Control =l
network Security mechanisms, service levels and
services service requirements of network services
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P 45 Bk 55 B &
£

shall be identified, implemented and

monitored.
ME RS HNLEH . REEFNEEE

KT RRA KAl

8.22 | Segregation of | Control 2%l
networks Groups of information services, users and
) 2% [ 55 information systems shall be segregated
In the organization’s networks.
NEALNETRREEERS. BARE
BARGFr{ERAIM4LS,
8.23 | Web filtering | Control 32#l
B O Access to external websites shall be
managed to reduce exposure to malicious
content.
R XSSMEB N EE YT B T E IR, IRV &
ETERAR,
8.24 | Use of | Control #=fl
cryptography |Rules for the effective use of
BIDZEAE | cryptography, including cryptographic key
management, shall be defined and
implemented.
BREARBENAN, EEEANE
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#, MWENX, FTULE,

8.25 | Secure Control =i
development Rules for the secure development of
life cycle software and systems shall be established
L4 M & 4 |and applied.
L BHMAZNTE ARV EESL, FF
TN
8.26 | Application Control 1=l
security Information security requirements shall be
requirements identified, specified and approved when
NHEZEEXK | developing or acquiring applications.
HARNRBNY BN, EREREERNK
RA EFH A
8.27 | Secure system | Control 2%l
architecture Principles for engineering secure systems
and shall  be established, documented,
engineering maintained and applied to any
principles information system development
7 a2 R G52 1 | activities.
TR NEIMEFPXHFUNIELERE/R
W, FNATEETNERRRIT A A,
8.28 | Secure coding | Control 2%l
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ZE /Y

Secure coding principles shall be applied

to software development.

LERILIRN AR A T3 4

8.29 | Security testing | Control 2%l
iIn development | Security testing processes shall be defined
and acceptance | and implemented in the development life
FF & AW A | cycle.
Y222 EFREWERF, NI ENEE
X, FF AL,
8.30 | Outsourced Control =i
development | The organization shall direct, monitor and
SNE R A review the activities related to outsourced
system development.
BANIES. BRFMFHEINENRETEL
SSEEESEIR
8.31 | Separation  of | Control 2%l
development, |Development, testing and production
test and | environments shall be separated and
production secured.
environments | FF&. WHFMEF BN HEDE, FFIL
&R WAL | RIF,
PR E
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8.32 | Change Control 2%l
management | Changes to information processing
TEEFIE facilities and information systems shall be
subject  to change management
procedures.
EELEREMEERENTENEE
TEEEEMIE.
8.33 | Test Control =i
information Test information shall be appropriately
MHER selected, protected and managed.
MAEEREE L IME. RIPFNEIE,
8.34 | Protection  of | Control 2

information
systems during
audit testing
BTN IR B RS

= RERENR
78

Audit tests and other assurance activities
involving assessment of operational
systems shall be planned and agreed
between the tester and appropriate
management.

W BRI TR G U B B TR A A AR
A NAMNKARHESNEEAR
RUHNEE.
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